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Information un-related to networking:

A. How to install any game.exe as a Windows “service”
(this enables you to run the game.exe with altersaturity credentials (ie. Local
System), monitor (stop/restart) and start the gargeservice at system boot)

Following, is a collection of information | postedo the WiC
(World in Conflict) forum. The information is helpf ul with
regard to any/all gaming and has been split into th sections
referenced by the table of contents above. | hopkis
information sheds some light on a few networking-sues that
seem to be plaguing more and more gaming communii¢hese
days.

-- the Monk



Port-forwarding with regard to gaming explained

Port-forwarding is only required to HOST games hdra (NAT)
device such as a router/firewall. If you are nahping to HOST
game-servers you may skip this section in this guid

Port-forwarding (also sometimes referred to astial Servers”)
Is significantly different from Port-triggering @s some routers
put it “Special Applications”.

Port-forwarding = any data sent to the WAN |Ptéeral ISP-
assigned IP address of your router) will be “forseat” to
whichever computer you specify on your LAN.

Port-triggering = any out-going data going ovepacified port
will “trigger” / wake-up the router to allow in-cany traffic on
certain other ports. This mode IS NOT REQUIREDSED for
hosting games.

For each game you wish to host, you will neednd the
appropriate list of ports and protocols (ie. TCB,R) and forward
those ports to the correct LAN IP address.

Even though you may have now “forwarded” the corret ports
to the correct LAN IP address you may still be expgencing
“connection” issues when attempting to HOST serversThis is
where the section below on NAT-filtering becomes iportant.



Network-address-transilation (NAT) and gaming

The following section will explain NAT-filtering,rad how it needs
to be configured depending on the symptoms yo@esperiencing.

NAT (Strict) - Port AND Address-restricted NAT (tiheuter/firewall insists that the
packet return from both the same IP Address AND ®erpacket was originally sent out
to)

NAT (Moderate) - Port-restricted NAT (the routerdfivall insists that the packet return
from the same Port the packet was originally sebht@but doesn't care if the IP Address
isn't the same)

NAT (OPEN) - Port AND Address independent NAT (tbeter/firewall doesn't care
which Port OR IP Address the return packet comas fand simply forwards the data
packet on to the internal IP you will have spedfie your "port-forwarding")

NAT-FILTERING SETTINGS REQUIRED TO CONNECT TO SERVE RS:

NAT (STRICT) CANNOT connect to any remote system tht is NOT using NAT
(OPEN) - so if your router/firewall is performing STRICT NAT you can ONLY
connect to NAT-OPEN-end servers.

NAT (MODERATE) CAN connect to remote systems that e NAT (OPEN) AND
NAT (MODERATE) - so if your router/firewall is set to MODERATE NAT you
shouldn't have any connection problems.

NAT (OPEN) CAN connect to ALL remote systems that e NAT (OPEN) AND
NAT (MODERATE).

There. That takes care of the CONNECTING-TO SERVERSpart.



NAT-FILTERING SETTINGS REQUIRED TO HOST SERVERS:
These settings apply whether you are player-hostirdgedicated server hosting.

NAT (STRICT) CANNOT usually be "connected" to by others, although with the
proper ports forwarded it WILL show up in the server list.

NAT (MODERATE) along with the necessary ports forwaded CAN be seen in the
list AND connected to by people with NAT-OPEN, andsOME NAT-MODERATE

(if the client ALSO has the correct ports forwarded, but CANNOT be connected to
by NAT-STRICT.

NAT (OPEN) hosted servers can in ALWAYS be connectkto by NAT-OPEN
clients and NAT-MODERATE clients. Some NAT-STRICT dients (if they have
"expensive" granular firewalls/routers WILL also be able to connect however they
may experience connection-loss at times).

Some SOHO (D-link, Netgear, Linksys, etc.) routemge an
option called “GAMING MODE”". Although | am not sei(each
make & model is different) to which level enabliofthis “gaming
mode” relaxes your NAT-filtering (ie. Moderate opéh), it
usually relaxes it enough so that in conjunctiothuiie correct
ports-forwarded you're able to HOST.

Cascading NAT/firewalls

Cascading-NAT:

Some people have (without being aware of it) cibatémultiple-
NAT” situation for themselves. Before attemptiogHOST any
game please make sure you know whether or not8lycable



modem is functioning as a router besides being @emo If so,
there is no need for a separate router. If youl medra “ports” for
multiple computers but your DSL/cable modem isadre
functioning as a router, invest in a network switstead of a
second router.

If you were unaware of your DSL-modem also beimguger and
have since installed a separate router you havecneated a
cascading-NAT scenario (double-nat) which requsmscial
attention.

1. Please put the “external” IP of your separate mnte the
DMZ of your DSL-modem.

2. Now configure all necessary port-forwarding on yoauter
(D-link, Linksys, Netgear, etc.)

3. Then address the NAT-Filtering as described above.

4. Now your “cascading-NAT” setup should be configured
correctly

Multiple Firewalls:

There is nevea need for multiple software FIREWALLS. Your
“properly-configured” router at the network edgaisually more
than sufficient to stop all “un-solicited” trafficom entering your
network. The only other “firewall” | ever recomnerunning is a
“correctly-configured” windows firewall. As with ast things,
keeping it “simple” is best.

The Windows firewall (when used correctly) is tresbway to
protect your system without breaking things (int fagless your
router is horribly mis-configured there isn't exreason to run a
software "firewall" at all). Keep in mind, everyfsgare program
that you install to "inspect" data traveling througur network



adapters "costs overhead" the end result of whacivwdll cause
any number of problems.

Network traffic is really a very simple concepts liike driving to
work on the freeways in the morning! Firewalls ¢tanthe toll-

booths in this example. How many toll-booths sefragadifferent
toll-highways would be too many? I'm sure you et picture. :)

Security Risks Associated with Gaming:

OPEN-NAT is less secure than MODERATE, which imtig less
secure than STRICT. The security risks of “relak&dlF” only
really become an issue if you're initiating nonveerelated
connections from behind the now OPEN-NAT, becabsaduter
will now accept connections back to the "open"\farded ports)
and NOT insist that the connection on the remostesy originate
from the SAME port AND IP the out-going connectwas sent
to.

It's the same with port-forwarding. Ports shouldydoe
“forwarded" (open) when you are hosting/playingyjeangame
that requires forwarding. Leaving ports forwardédree time is
similar in risk to leaving your NAT in a "relaxedtate even when
not expressly needed.

The reason | am going to all this trouble to prevaddeeper

understanding of NAT configurations, is my concimnsecurity
and the fact that | am loathe to suggest to anyomeer use the
DMZ on the only hardware device between them ardriternet.

Even OPEN-NAT is still NAT. DMZ's are different beese when
your system is in the DMZ an attacker can "see'sta&us of your
"doors" (your 65000+ ports) and attack the "listgyliones
without the hassle of circumventing a filter (mesftware



firewalls only do an "adequate" job at best and #hahe cost of
network-transport “overhead”).

Would it be prudent to not leave your NAT relaxewl our ports
forwarded? Yes, just as it's prudent to not opemad-from an
unknown source, browse unknown websites, and olpaalys
attachments.

Using “bypass firewall” in game-settings or .INIlds

Some games allow you to set an option somewhédrerait the in-
game options or for dedicated servers in an .IN| Which
effectively attempt to “bypass” your firewall.

These options should only be used if you are NDIE to
complete the tasks (ie. Port-forwarding, relaxing\etc.) as I've
described them above. When | say “not able” | mganare in a
college dorm and don’t have access to the routewdll or your
ISP is blocking something and is un-willing to ulodx it.

If you have done everythinas I've described make sure yoai
not enable some sort of “bypass firewall”, “enablesate IP”, or
the like. If you do that, you'll be creatingl+1 = Oscenario in

which you’re canceling out what I've instructed ytoudo.

In short, the “bypass firewall” options are maiphpvided as a last
resort to resolve issues when one doesn’t havesipllyaccess” to

network devices in order to configure them as diesdrpreviously

in this document.



Information un-related to networking:

| should also mention that | actually run my sesvgame.exe as a
windows "service" and am therefore able to rungame with
alternate security credentials, start/stop it ftbewindows
"services" list and have the game "service" moeiand
automaticly re-started should it actually crash.

| run ALL of my dedicated servers for games in thesy (I find
many of them use less RAM and are far more stabhknvadoing
S0).

here's what needs to be done for you to do whatdbne to run
any Game.exe as a windows "service" and theref@ble to start
at system boot (if you desire), monitor it, rumith alternate
security credentials (ie. local system), and be &brestart it!

Here's how,

1. Go to jvww.codeproject.coirand download a little app made
by Xiangyang Liu called "XYNTServiceProject.zip"

2. Extract XYNTService.exe and XYNTService.ini frdahe .zip
and place in your %systemroot%\gamepath foldeldéfowvhich
contains the game.exe)

3. I renamed the XYNTService.exe and XYNTServiadon
game_Service.exe and game_Service.ini respectivebve more
than one instance of this service for differentsgpp



4. Goto Start > Run > and enter "cmd" (without gsdtinto the
run field, then hit enter.

5. In the command prompt window navigate to your
%systemroot%\gamepath folder.

cd\ <--hit ENTER after each command

cd "\program files\wic" <--use quotes around ththpa

dir <--to verify that the service .exe and .ini #irere
game_service -i <--this installs the service tory®ervices" list in
administrative tools.

6. Now we need to modify the service .ini file. @Q@he
game_service.ini using notepad. Here is my sammle .

[Settings]

ServiceName=GAME _dedicated <--the name under wihiefll
show in the "services" list

CheckProcessSeconds = 120 <--how often to chesgkvice still
running

[ProcessO]

CommandLine = f:\games\game\game.exe <--all onliage
WorkingDir= f:\games\game\ <--path to game.exe
PauseStart= <-- not needed

PauseEnd= <-- not needed

Userinterface = Yes <-- wether or not you can see i
taskmanager

Restart = Yes <-- here's the restart command

WARNING!! the "CheckProcessSeconds=" value shoultiiNbe
set too low as you may not be able to down youresdo make
changes. | speak from experience!!! ;0



7. Now navigate to "Administrative Tools" > "Sergg’
(alternatively run "services.msc" from the STARRBIN field)
and check the properties for the newly installedise
"Game_dedicated" (or whatever you called it in.thefile value
"ServiceName=") By default it will be set to starttomaticaly.
Here you may also change which credentials thaceshould run
under. I've left mine at the default "local systean't the service
runs fine. DO NOT change the "restart” setting&herthe
properties, that is what the .ini is for!

8. As soon as you right-click on the new servicen@and click
"START" the service will start, which will in turstart your
server!

| have tested and implemented all of the above pwvamnious
dedicated servers for various multi-player games.

To those who are averse to cli's and typing (aviersentrolling
their own destiny....hehe) a GUI to admin the absamice can be
found at the same website [www.codeproject.com]

| have NOT used the GUI so please no questionterkta the
GUI (I'm sure it's self-explanatory anyway!)



Appendix:

| have not much to write here except that | hopeitiformation is
helpful.

Please distribute the above information in itsrehyi |
(the_Monk) take no responsibility for hardware dad/mis-
configuration, data corruption/loss/theft or gan@omputer
system failure related in whole or in part to afiygathe
information contained within this document.

Thank you,

the_Monk

(KI.MonK)

(-=KI=-the_Monk)
www.Kiclan.com/killerforums
xfire: thelmonk

“the wise learn to Swim, by watching Fools drows’the Monk



